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Introduction 
 

Science Applications International Corporation (SAIC) was founded in 1969 by Dr. J. Robert Beyster on the premise 
of attracting creative and pragmatic technical people to solve the world’s most difficult problems. Today it is a 
diversified technology company with business in energy, health, national security, environment, and critical 
infrastructure.  SAIC’s 41,000 personnel are committed to meeting the needs of our customers and growing 
technology markets.  The company is headquartered in McLean, Virginia, and we have business operations in 
Victoria, the Australian Capital Territory, Queensland, and many other locations around the world. 
 
Since the 1990s, SAIC has been involved in high-speed networking and high performance computing initiatives, 
and through our “spun out” subsidiaries (i.e., Network Solutions, Telcordia, ANXeBusiness, etc.) we participated in 
the growth of the Internet into its now critical place in global communication, economic, social and information 
infrastructure.  As the Internet has grown, we have worked to develop applications that leverage these capabilities 
to help government improve service delivery (including eGovernment, education, etc.), and help critical 
infrastructure industries (energy, health, etc.) enhance their effectiveness.  SAIC has also been a leader in the rapid 
development and integration of cybersecurity systems and components that have become required underpinning 
frameworks for the expansion of these large-scale network architectures. 
 
The following are responses to the questions posed in the PM&C white paper entitled, “Connecting with 
Confidence.”  In addition to these responses, we have included several SAIC white papers regarding the NBN and 
digital productivity to amplify our comments. 
 

Question: How can governments, the private sector, the NFP sector and the broader Australian 
community work together to promote responsible and accountable digital citizenship and 
reduce harassing and malicious online behaviour? 

 

One could consider that access to "cyberspace" is not a right - it is a privilege.  Some countries have adopted 
the International Computer Driving License (ICDL) or related constructs to deliver necessary ICT knowledge to 
their populations.  An Australian ICDL could include "rules of the road" including balancing "free speech" with 
the consequences of cyber bullying, libel, computer ethics, and an education about other important cyber 
issues such as cyber crime (including fraud). In situations where someone has violated the code of conduct 
or committed a crime, a judge could have the ability to suspend or revoke someone's Computer Driving 
License. 

 

Question: How can we help carers and parents to appropriately supervise young people and 
minimise these online risks? 

 

Government regulation of “parenting” is a difficult topic, however, there are several areas outside of 
cyberspace that may be instructive as a model.  If Australia were to adopt an ICDL-like licensing scheme for 
computer use (facilitated by schools), parents could be asked to help verify a child’s proficiency in practical 
situations – much like we ask parents to accompany their children while they are under provisional licenses 
for driving cars.   This could be done through parental checking of computer homework assignments, 
reviewing the student’s usage, etc. 
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Question: How can we promote social responsibility and encourage young people to protect 
themselves and each other by speaking out against cyberbullying? 

 

We teach children how to use the telephone to summon the fire brigade, to administer CPR, to swim, etc.  
Again, if access to cyberspace is treated as a privilege through an ICDL, young people will more clearly 
understand what is right and wrong and what the consequences are of breaking the code of conduct – 
including suspension of their license or even criminal prosecution.  Children that are users of social 
networking (or use phones to text) should have an electronic way to rate other users’ behaviour.  Social 
networking sites and telecommunications providers could be required to forward “blocking” actions and 
other feedback on user behaviour to federal and state authorities who would regulate the ICDL, and 
individuals should have a right to seek redressing of negative ratings that are unjustified.  

 

Question: How can the owners of social networking sites be more engaged in meeting 
community expectations that their platforms will not be used for abusive or illegal activities? 

 

As stated in previous responses, social networking sites should provide a mechanism for feedback from 
users on the behaviour or misbehaviour of others on the site.  Also, it may make sense for some areas to be 
moderated or monitored.  Some providers have a long history of experience in this sort of “internal policing” 
of their content, and they have established excellent relationships with law enforcement to follow up on 
suspicious activities. Additionally, Parliament could pass laws to govern minimal accepted social media site 
rules and enforcement.  Sites that don't comply could be blocked until they comply.  They could also be 
regulated with a license to operate - similar to the way that TV, radio, and telecom companies are licensed 
and regulated. 

Question: What new and innovative opportunities do social networking tools provide to 
improve the social wellbeing of Australians? 

 

As universal access to broadband takes place through the NBN, social networking technologies will have the 
potential to help reach out to the elderly, the homebound, the disabled, and the remotely isolated – 
connecting them to communities of people that share their interests.  Additionally, these tools can help 
conventional organisations (government, business, religious groups, etc.) better connect with their 
associated populations – providing better products, services, and support. 

 

Question: How can NFPs ensure the security of online fundraising activities conducted through 
social networking sites? 

 

All organisations (NFP or otherwise) that perform e-commerce operations on the Internet should use 
payment services that have been vetted by government as meeting minimal accepted criteria for secure 
transactions.  
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Question: How can governments improve citizens’ and businesses’ trust that their private data 
will be secured and only used for agreed purposes? 

 

Parliament could consider passage of statute in this area.  Criminal penalties could be assessed on 
companies that use specific customer information for purposes other than that which has been disclosed 
and authorised by customers.  There are precedents for this sort of restriction in regulated industries. 

 

Question: How can small business awareness of commercial online opportunities be balanced 
with awareness of potential online risks and mitigation strategies?  

 

Small businesses often do not have the ICT and security staff to stay on top of what is needed to assure that 
their sites are protecting both their data and their customer’s data.  It would be best if these small 
businesses have their online presence be developed and maintained by professionals.  One should consider 
that few small business owners feel qualified to build their “brick and mortar” premises by themselves – they 
hire architects, construction companies, plumbers, electricians, etc.   Why should this be different? 

Question: How can governments, industry, NFPs and consumer groups boost consumers’ 
confidence to engage in e-commerce? 

 

Increased consumer use of e-commerce will come from a combination of convenience, price, and 
product/service availability – as well as security.  We should expect that some types of services may never 
develop an e-commerce offering (e.g., auto repair), while other services that are provided by “brick and 
mortar” today may not be competitive with e-commerce offerings (e.g., video rental).  Businesses in the 
digital economy will have the “burden” of creating a compelling offering that results in consumer demand.  
The consumer needs to know that their same expectations of privacy and security that exist in the physical 
world apply to the cyber world as well – and that laws exist to protect them.  They need to know that 
government has the authority, the means, and the resources to enforce these laws.  One additional way for 
government to boost consumer confidence in the medium is to move more and more government services 
online. 

 

Question: How can we improve and encourage the reporting of data breaches in Australia? 

Reporting of data breaches is not unlike other sorts of disclosure.  The only way that disclosure can be 
reliably reported in all of these matters is for government to require it by law.  Voluntary codes of conduct are 
an option, however, these tend to be written in such a way that participants can tailor their response to 
events based on how they interpret their responsibilities at the time.  Laws should be considered for specific 
types of data loss (not all types of data) and businesses must manage these risks appropriately.
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Question: How can e-businesses more effectively work together to develop a self regulatory 
feedback system that provides a way of sharing their experiences with other online traders? 

 

While e-businesses can do this on an ad hoc basis (which is no different than physical businesses), there are 
companies that have developed services to help provide this rating function.  Additionally, in the United 
States and Canada the Better Business Bureau and its affiliated local branches perform a similar function as 
a non-government agency.  In Australia we might consider having the Australian Competition & Consumer 
Commission (ACCC) take on an expanded role in this regard. 

 

Question: What does the Australian public expect from policing and consumer protection 
agencies in relation to preventing and investigating cyber crimes? 

 

The Australian government should protect consumers, businesses, and government agencies from fraud, 
theft, and misleading practices.   Penalties for cyber crimes should be commensurate with their physical 
world counterparts, and law enforcement should have the clear lines of authority, tools, and resources to 
protect their “cyber jurisdictions.” 

 

Question: How can consumers be encouraged to take more responsibility to protect their 
information? 

 

Consumers need to understand the consequences of the loss of information.  No reasonable person would 
leave their life’s savings on a street corner.  After they understand that their private information has “cash 
value” they will seek ways to protect it.  Making the public aware of this is similar to other public awareness 
campaigns that are undertaken by government to promote safety, and public health.  One note of progress is 
that companies that offer identity theft insurance are in effect monetizing some aspects of the value of a 
person’s information.  This is the beginning of a process that will take years to make its way across all of 
society. 

 

Question: What information would help consumers and small businesses better protect 
themselves and enhance their trust and confidence online? 

 

While previous answers cover quite a bit of this, another part of making transactions trustworthy is 
accomplished through identity management.  In our physical society there are some things that we do on an 
“anonymous” basis, and there are other things that are done where we have tied a transaction to our identity 
(e.g., name, a bank account, TFN, home address, credit card, etc.).  In our society we have grown to 
recognise that these two types of transactions are normal, and we generally understand how they are 
conducted safely.  We would not likely take an “IOU” from a person that we don’t know for a valuable good or 
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service – however, we would take cash. What that implies is that our Digital Economy needs ways to assure 
trusted transactions and untrusted transactions.  That implies a mechanism for both digital currency (to 
facilitate anonymous transactions) and identity management (to facilitate trusted transactions).  Both of 
these technologies (digital currency and identity management) must be vigorously vetted and government 
issued. 

 

Question: What do consumers and small businesses expect from their Internet Service 
Providers (ISPs), software and hardware providers and the government to assist them to 
maintain or enhance their confidence online? 

 

Consumers of ICT in Australia (consumers, business, government) have an expectation that the software, 
hardware, and networks that they use are “safe” products that provide a reasonable expectation of privacy 
and high reliability.  As an analogy, we think nothing of getting in our cars and driving on the highway as part 
of our daily routine and business activities.  We do that despite the fact that we know that cars can have 
design or manufacturing defects, and people get injured and killed on the highway frequently (due to any 
number of reasons).  Over the years our culture has grown to accept these risks as reasonable.  This is 
because the transportation system is fundamentally sound, the technology is highly reliable, and people 
have been reasonably well trained to follow the rules of the road.  The ICT industry and the government are 
in much the same situation here – not only must industry and government assure that the system is 
fundamentally sound and reliable – but we must also be able to assure consumers that they and their fellow 
citizens are reasonably well trained to follow the “rules of the road” on the network. 

 

Question: How can governments and industry work together to make Australia a difficult place 
for cyber criminals to target? 

 

Government needs to provide a police force that has both the authority and the tools and resources to 
enforce the law and apprehend criminals.  With that said, law enforcement cannot be everywhere all the 
time.  In that respect, law enforcement needs the help of ISPs, social network sites, telcos, website 
operators, as well as commercial security companies and CERTs such as CERT Australia and AUSCERT.  In 
addition, the federal government needs to work jurisdictional issues with its COAG partners as well as with 
the international community (UN, APEC, G20, Interpol, etc.).  Industry associations (telecommunications, 
security, etc.) and standards bodies (ITU, IETF, etc.) will also play a role.  

Australia must make its networks a hostile environment for criminals, non-state actors, terrorists, hacktivists, 
and hooligans.  This can only be done through the concerted effort of all of the aforementioned parties.   

 

Question: What are the options for limiting the collective economic and societal costs of 
widespread individual security lapses? 

 

Australia’s NBN program is a bold and dramatic step that is aimed at creating a digitally enabled economy.  
The vision is a society whose digital and physical economies are seamlessly intertwined – resulting in 
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substantial productivity and growth benefits for the nation.  With that promise, however, comes the risk of 
opening a whole new set of vulnerabilities.  Unless care is taken in the thoughtful architecting of the NBN (as 
well as the necessary law enforcement and national security services), that new infrastructure could 
conceivably become the world’s largest broadband botnet, capable of delivering a distributed denial of 
service attack (or a range of other options) that could cripple the Australian economy, and result in Australia 
being electronically quarantined from the rest of the world.  The government must take steps to anticipate 
these security threats through the deployment of technology in this network of networks that can identify and 
suppress threats.  Additionally (as has been stated in previous answers), the government must provide the 
necessary statutes (and oversight) to provide for a robust domestic law enforcement effort and a resilient 
security apparatus. 

 

Question: What role do individuals, businesses and, more specifically, ISPs and large online 
companies, have in limiting the collective harm compromised computers have on the 
Australian economy and to the broader wellbeing of the Australian community? 

  

Individuals can play a part in reducing collective harm by having completed training necessary to obtain an 
Australian ICDL and then use what they have learned to reduce risk to themselves and to others.  ISPs must 
step up to play more of a role in the collective security of the network.  While the Internet Industry 
Association’s voluntary code of conduct is a step in the right direction, there is certainly more that the ISP 
community and NBNCo can do to help reduce the collective risk to their customer’s computers, and by 
extension – all networked computers in Australia.  NBNCo in particular is in a unique position since it will be 
providing peering points for all Australian ISPs to each other’s customers.  This is the ideal place to embed 
security systems to be able to detect and isolate threats in the network. 

 

Question: How can Commonwealth and state and territory governments obtain the information 
and data required to form a more precise assessment of the extent of the economic and social 
harm caused by cyber crime? 

 

The government might want to look at the concept of Protected Critical Infrastructure Information (PCII).  This 
category of protected information was created by the U.S. Department of Homeland Security for data which 
is critical to the national interest while at the same time highly proprietary to companies.  Under a PCII 
program, the government would receive information from industry that could be used to produce a more 
precise assessment.  This would help to reduce the extent to which commercial enterprises are hesitant to 
share this sort of data, however, individual citizens will still need a motivation to share this information with 
government.  Part of this can be accomplished by giving law enforcement more authority and resources to 
act on reports of crime, however, in many cases citizens may not wish to make reports since often there is 
little that the police can do.  If citizens could purchase insurance to protect themselves from the damages of 
cyber crimes (fraud, vandalism, etc.), they would then have a monetary motivation to report incidents as 
claims.  Aggregated information on claims could then be reported to the government by the insurance 
companies via the Australian Prudential Regulation Authority (APRA).
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Question: How can the Commonwealth, states and territories and industry effectively 
communicate the interdependent nature of individual and national cyber security? How can 
the importance of individual behaviour be highlighted in creating a secure, trusted and resilient 
online environment for all Australians? 

 

There are many aspects of a National Cyber Strategy that need to be articulated, however, only a subset of 
issues will impact the daily lives of Australia’s residents.  The most significant things that can be done in 
this strategy by government (to impact citizens) would include: consumer protection, enhanced law 
enforcement (including protection from offshore crime), regulation of cyber insurance, identity 
management, digital currency, implementation of an ICDL program, passing information privacy protection 
legislation, and mandating a secure national telecommunications infrastructure from NBNCo, national 
telcos, and ISPs through security regulations that tightly integrate security technologies into the 
infrastructure.    

 

Question: Are individuals adequately aware of cyber threats and the steps they should take to 
protect themselves? If not, why not? 

 

No.  At this time, the public considers their personal computer to be little more than another appliance in 
their home.  In this regard, they may have a service contract on the computer, or they may perform periodic 
maintenance (e.g., data backups), but most citizens do not regard their computer as their transportation 
into the digital economy – a vast area of risk and reward.   

 

Question: What model of Internet governance is in the best interests of all Australians? 

 

It might be easiest for Australians if they could see a parallel governance model to what they are 
accustomed to seeing for other interstate and federal activities.  Such a model should include not only 
regulatory constructs but also criminal and civil statutes.  DBCDE, the Attorney-General’s Department, and 
other agencies would need to closely coordinate via the Council of Australia Governments (COAG) in order 
to take into consideration both state and federal interests.    

 

Question: How can we get the right balance between Australia’s social, economic and security 
needs when developing an Australian vision for the online environment? 

 

While public comment will be an important part of this answer, the public’s suggestions need to be done in 
the context of a concrete set of proposals and options so as to productively focus the discussion.  
Australia’s vision for tomorrow’s online environment should be consistent with governance models that are 
used in the physical world, however the NBN will create an opportunity for Australia’s digital economy to 
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encompass a broader set of constituencies – including people, companies, and organisations from outside 
Australia that would seek “digital citizenship” under a governance model that anticipates the range of 
regulations and statutes that will both protect its citizens and empower the environment as a growth 
engine of knowledge and economics.  The development of this model should seek ideas from both inside 
and outside of Australia. 

 

Question: What sort of approach should be taken to developing agreements on behaviour in 
the online environment? 

 

This should be part of the process for the development of Australia’s ICDL. 

 

Question: What strategies should be pursued by governments, industry and academia to 
ensure adequate levels of domestic expertise are available to maximise the opportunities of 
the digital economy and address risks to Australia’s digital infrastructure? 

 

This is a globally difficult problem, and it is no different in Australia.  For the nation’s youth, state and local 
governments should emphasize Science, Technology, Engineering, and Mathematics (STEM) education 
initiatives at the primary and secondary level, and Australia’s tertiary institutions should continue to 
develop world-class degree programs in both infrastructure areas (engineering, computer science, 
mathematics) as well as key vertical markets that will be beneficiaries of the digital economy such as 
health, logistics, critical infrastructure, retail, and information services.  The nation’s tertiary institutions 
(universities and TAFE) should also look to provide re-training and transitional degree programs to help 
legacy workers in the country acquire the necessary skills to “migrate” to the digital economy. 

Immigration policies should also be adjusted to encourage residency and citizenship for foreigners with key 
skills, and the concept of “digital citizenship” should be explored.  Digital citizens are a class of individuals 
who are not Australian residents, however, they are able to electronically own and run businesses in 
Australia over the network – providing services from computers resident in Australia.  This would help to 
attract investment into Australia, as well as help to associate the world’s leaders in this area with Australia.  

AUSTRADE should market the NBN, the R&D tax credit, the world’s most liveable cities, and other 
incentives as key reasons for foreign companies to open businesses in Australia focused on the digital 
economy.  The NBN can be described as not only a large scale “test market” for these technologies, but it 
can also be presented as a gateway into other Asian broadband markets such as Singapore, Korea, Japan, 
and China.
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Question: What new forms of government-industry cooperation and dialogue are required to 
ensure the Australian cyber skills base is developed to meet Australia’s broader national 
interests? 

 

Other than what has been already discussed, the key area for new cooperation with industry would be 
through an overhaul of the nation’s R&D investment strategy as it relates to this area.  The national 
government (Department of Innovation, Industry, Science, and Research; DIISR) needs to develop a new 
investment strategy for digital productivity, cyber, and related areas.  This new investment strategy must be 
more inclusive of industry, and it should be designed to build durable relationships between industry, 
academia, and the nationally funded laboratories (e.g., CSIRO, NICTA, etc.) that help to build new business 
ventures and new Australian jobs.   

 

Question: How can we ensure all sectors of the Australian community have the necessary skills 
and security awareness to optimise the benefits of the digital economy? 

 

Since virtually every element of Australian society stands to benefit from the digital economy, each 
government ministry will have a role to play.  The government has acknowledged this in the creation of the 
position of Minister Assisting the Prime Minister on Digital Productivity.   

Additionally, much of this has been discussed in previous answers, however, it needs to be said that some 
areas of outreach will require extra attention.  For example, Australia’s elderly and disabled communities 
have an opportunity for greatly enriched lives from technologies in the digital economy, however, these 
constituencies will require tailored programs to help them reach the necessary levels of proficiency.   

Conclusion 
While investment in the physical infrastructure of the NBN is critical, it is equally critical to invest in the applications 
that will leverage that very high-capacity network.  Without the creation of disruptive technologies that make full use 
of the power of the NBN, Australia will not be able to realise the return on investment for large infrastructure costs.  
Such an application-starved network will suffer from low adoption rates, under utilisation, and excess capacity. 

Investment in disruptive broadband applications is the key to stimulating demand that will drive the digital economy 
and further empower the legacy economy.  The public policy goals of increasing per capita income, increasing 
employment, and decreasing costs for delivering services are within Australia’s reach, provided the government 
works in cooperation with the global investment community, industry and academia.     

Government can do the most good by restructuring the national R&D investment strategy to create applications and 
infrastructure that improve demand for broadband service.  In parallel, the Government should work to focus on 
consumer protection, enhanced law enforcement (including protection from offshore crime), regulation of cyber 
insurance, development of a national identity management scheme and digital currency, implementation of an 
ICDL program, enacting information privacy protection legislation, and mandating a secure national 
telecommunications infrastructure from NBNCo, national telcos, and ISPs through security regulations that tightly 
integrate security technologies into the infrastructure.    
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About SAIC 

SAIC is a FORTUNE 500® scientific, engineering, and technology applications company that uses its deep domain 
knowledge to solve problems of vital importance to the nation and the world, in national security, energy & 
environment, health and cybersecurity.  Headquartered in McLean, Va., SAIC had annual revenues of approximately 
$11 billion for its fiscal year ended January 31, 2011. For more information, visit saic.com. 

FORTUNE 500 is a registered trademark of Time, Inc. in the U.S. and/or other countries. SAIC and the SAIC logo are registered trademarks of 
Science Applications International Corporation in the United States and/or other countries. 


